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Abstract 
Many technical challenges exist in the development of fully autonomic computing systems.  Autonomic systems represent an 
approach to managing complexity by making individual system components self-managing.  Such systems manage themselves by 
monitoring their operation, detecting any anomalies and then adjusting accordingly to achieve normal operation. The 
complexities of the future smart grid will require advanced autonomics to allow the grid to adapt to the dynamic needs to energy 
providers and consumers. 
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Introduction 
An electric power grid can be considered to be a complex system of systems consisting of a range of energy 
generation sources, several layers of transmission and distribution networks and ultimately the power consumer.  
Much of the present day grid is based on antiquated control and monitoring technologies that require a significant 
person-in-the-loop presence, offers no direct feedback from the energy consumer in support of energy conservation 
methods and is not geared to supporting newer power generation and storage methods. 
 
“Smart Grid” is the term applied to a class of technology designed to modernize the existing utility grid to 
intelligently and efficiently respond to available power generation, power transmission and consumer demand.  
 
The Energy Independence and Security Act of 2007 (EISA 2007) established a broad set of energy management 
goals and requirements as a national policy goal. [http://thomas.loc.gov/cgibin/bdquery/z?d110:H.R.6]. Some of the 
salient points extracted from the legislation can be summarized as follows: 
 Reliability – optimize grid assets to ensure quality power delivery and power quality 
 Scalability – grow to accommodate current and future power generation and storage options, new markets 
and services 
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 Security – deter and withstand a physical or cyber attack 
 Resiliency – perform continuous self-assessments to detect, analyze, respond to, and restore grid 
components. 
 Cost effectiveness – optimize asset utilization with minimal operations and maintenance costs in a 
decentralized environment 
 Time criticality – resolve problems in real-time that are too large or fast for human intervention. 
 
Power utilities have slowly been incorporating “smart” features at different levels of the electric grid.  However, a 
significant amount of new functionality is required for a stronger and smarter grid.  The focus of this paper is on the 
use of advanced computational methods that can provide the basis of a truly smart grid. 
Autonomic Computing 
The primary challenges of the smart grid are dealing with the complexities of coordinating and managing a large set 
of diverse system components and functions that include distributed decentralized power generation, storage 
devices, fault and power restoration management, energy brokerage and trading, and consumer demand power 
management.  To meet these challenges requires us to draw upon the computer science community's vision of 
autonomic computing and extend it into the electricity network for energy innovation. 
 
The Autonomic Computing paradigm was first characterized by IBM in 2001 [ 
http://www.research.ibm.com/autonomic/ ].  There are four ‘self-managing’ system characteristics that are the core 
of Autonomic Computing, with the goal that these be accomplished without human intervention.  Self-managing 
autonomic systems exhibit the characteristics of Self-configuration, Self-healing, Self-optimization, and Self-
protection within their defined system environment.  A fifth Self-awareness characteristic is generally considered as 
an important addition and basis of the other four. 
 
The five basic autonomic characteristics are defined as follows. 
Self-Configuration 
Self-configuration is the ability to adapt automatically to dynamically changing environments using pre-established 
business / operations policies and goals.  Systems cannot cope well with the broad range of potential run-time 
system perturbations that may occur.  A self-configuring system is able to discover its optimal operating 
configuration automatically in reaction to system changes or to support the self-healing, self-optimization, or self-
protecting autonomic computing processes. 
 
Examples of self-configuration within a smart grid include recognizing the addition of new Distributed Generation 
(DG) capability, or the shutdown of a power distribution line for maintenance. 
Self-Healing 
Self-healing is the ability to discover, diagnose and react to faults and disruptions.  Self-healing components can 
detect system malfunctions and initiate policy-based corrective action without disrupting the normal operation.  
Several possible recovery strategies include the resetting, restarting or re-synchronizing the component or the 
substitution with another functionally equivalent component / power grid service that provides the same functional 
properties/results as the unavailable service 
 
A key attribute of a self-healing is that of self-diagnosis, which is the ability to automatically diagnose problems 
from observed symptoms to trigger an automated reaction.  A fault can be the result of a problem in the underlying 
component, grouping of components or other components in the grid hierarchy. 
 
Examples of self-healing in a smart grid include the ability to recover from equipment failure, software flaws/design 
errors, cyber security attacks, system maintenance issues and operator error.  
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Self-Optimization 
Self-optimization is the ability to monitor and tune resources automatically to meet system profiles and goals.  Self-
optimization requires that attributes such as component performance, security, availability, and reliability be 
monitored. 
Self-optimization can be maximizing the use of renewable energy sources, minimizing carbon, reducing power line 
losses or a combination of goals depending on the goals set in the autonomic computing manager. 
Self-Protection 
Self-protection is the ability to anticipate, detect, identify and protect against hostile threats from anywhere as they 
occur and take corrective actions to make them less vulnerable.  These activities may be from either internal or 
external sources and be either accidental or malicious. 
 
Examples would include resiliency to Directed Denial of Service (DDOS), spoofing, tampering, and eavesdropping. 
Self Awareness 
Self-awareness is the ability to observe its own states and behavior in order to effectively use these observations for 
self-management.  An autonomic system must know its environment and the context surrounding its activity, and act 
accordingly based on both.  In effect, self-awareness maintains a run-time architectural representation of itself, 
including 
 Operational Awareness - A baselined set of static system parameters, capabilities, limitations and 
boundaries.  A dynamic set will be maintained as a result of run-time operation. 
 Environment Awareness - Understand the contextual role that it plays in the larger mission thread or 
external environment and its interdependencies with other system components. 
 Latency Awareness - Understand potential latency issues in the context that system components may be 
widely distributed and may span distant geographic locations 
 Cost Awareness - Understand the cost model of resource utilization by varied components and the ability to 
adjust the usage strategy to minimize the operation cost. 
 
An example may be self-analysis of SCADA (Supervisory Control And Data Acquisition) alarms and events to 
determine its operational boundaries. 
Applying Autonomic Computing to Energy Innovation  
Many established fields of scientific study and informatics have contributed to autonomic computing.  Lessons 
learned in Artificial Intelligence, Biologically Inspired Cognitive Architectures, Complex Adaptive Systems, 
Computational Intelligence, Intelligent Agents, to name a few, will provide a number of possible approaches for 
energy innovation. 
Artificial Intelligence 
Artificial Intelligence (AI) is a well-known branch of computer science that deals such diverse areas as machine 
intelligence / learning, agents, pattern recognition, knowledge discovery / data mining and parallel distributed 
processing.  Existing proven AI techniques can provide viable portions of intelligent control to smart grid 
components. 
Computational Intelligence 
As somewhat adjunct and overlapping with AI, Computational Intelligence (CI) can loosely be defined as the study 
of the methods or processes that facilitate intelligent behavior in complex environments. 
[http://cogprints.org/5358/1/06-CIdef.pdf ].  CI techniques are the nature-inspired methodologies that address the 
problems that a human can solve with varying degrees of competence and include paradigms that exhibit an ability 
to learn or adapt to new situations, to generalize, abstract, discover and associate. 
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AI may loosely be considered as the methods that focus on higher cognitive functions (e.g., reasoning, planning, 
problem solving or linguistic competencies) as opposed to CI, which focuses on lower level cognitive functions 
(e.g., pattern recognition, data mining, and classification). 
 
Agents 
A Software Agent (a.k.a., Autonomous Agent or Intelligent Agent) is “a computer program which works toward 
goals (as opposed to discrete tasks) in a dynamic environment (where change is the norm) on behalf of another 
entity (human or computational), possibly over an extended period of time, without continuous direct supervision or 
control, and exhibits a significant degree of flexibility and even creativity in how it seeks to transform goals into 
action tasks.” [http://agtivity.com/agdef.htm] 
Biologically Inspired Cognitive Architectures 
Biologically Inspired Cognitive Architectures (BICAs) are cognitive architectures that are inspired by the human 
brain, which attempt to achieve brain like functionalities via emulating the brain’s high-level architecture without 
necessarily simulating its low-level specifics.  These Cognitive architectures can play a potential role in providing 
blueprints for building future intelligent systems supporting a broad range of capabilities similar to those of humans.  
BICA incorporates some of the technologies found in AI, such as neural networks and Bayesian algorithms.  In 
2005, a DAPRA BAA (BAA 04-10), called for “Biologically-Inspired” for proposals to “develop, implement and 
evaluate psychologically-based and neurobiologically-based theories, design principles, and architectures of human 
cognition.”  While there is significant promise, BICA is still emerging with cognitive architectures being used in 
very few real-world applications. 
Complex Adaptive Systems 
A Complex Adaptive System (CAS) is an ever changing collection of non-hierarchical, distributed interacting 
components.  CAS examples include weather systems, communications networks, social systems, biological 
systems, financial markets, ecosystems, and the electric power grid. 
 
A general CAS model is comprised of agents that represent all of the components of that system.  For example, in an 
electric grid, the components would be a DA, a transformer, and a transmission line segment.  These agents interact 
autonomously and communicate with other agents in the system to adapt and react to changes in the system’s 
environment or within the system.  These agents may interact in either a planned / predictable or unplanned / 
unpredictable manner.  Distributed and coordinated intelligence exists at all levels with no hierarchy of command 
and control.  As the agents continuously interact, patterns develop and the system self-organizes.  CAS continuously 
adapts to the changes in the environment but does not learn from the process.  Complex Adaptive Systems are not a 
model for predicting what will happen or planning for what will happen 
 
Some of the key properties of Complex Adaptive Systems are: 
 Nested Systems: Complex systems may be considered as a system of systems that may be nested within 
other systems  
 Self-organizing: There is continual re-organizing to find the best fit with the environment through the 
process of emergence and feedback. 
 Connectivity: The behavior in which the agents connect and relate to one another is critical to the survival 
of the system, because it is from these connections that the patterns are formed and the feedback 
disseminated. 
 Emergence: The agents in the system interact in apparently random ways and from all these interactions 
patterns emerge. 
 Rules: The rules governing the function of the system are generally quite simple. 
 Co-evolution: As changes occur within their environment, they need to adapt as well to those changes that 
in turn iterates to the environment changing in a continual feedback loop. 
 Sub optimal: A complex adaptive systems only has to reach a stage of being better than it was as it adapts 
to changes in the environment.  It does not need to reach a state of perfection as an end goal. 
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Creating the NextGen Smart Grid 
There are numerous challenges to architect a next generation smart grid, some of which can be met through 
autonomic computing methodologies and technologies.  
Intelligent Agent Sensors 
Agent-based systems have been identified as a suitable paradigm for developing software for smart grids as they 
offer a rich set of techniques, algorithms and methodologies for building distributed systems.  They provide a 
common communication interface, allow bi-directional connectivity to any required grid components, and have the 
potential to provide autonomous intelligent control actions in a distributed topology. 
Knowledge Sharing 
The Self-awareness functionality for autonomic computing relies on the ability of an agent to collect and analyze 
both internal and external data.  The agents will need to maintain local knowledge of the respective grid components 
they are monitoring as well as a collective knowledge of all related components.  This approach does not preclude 
the use of a central repository or data store for independent analytics and processing. 
Communications Infrastructure 
A robust secure, scalable, standards-based communications infrastructure is the keystone for the smart grid.  
Required is a nearly ubiquitous IP transport network operating at bandwidths robust enough to handle traditional 
utility power delivery applications along with vast amounts of new data from the Smart Grid.  At each 
communications endpoint, an intelligent agent will continuously monitor operation through standards-based APIs to 
lower layers of sensors and devices. 
Decentralization of Control and Intelligence 
The smart grid requires a solution that relies on distributed intelligence in the context of understanding its local 
goals with decisions taken locally but with an understanding of the larger contextual environment.  An agent can 
only make decisions based on what information it has received.  The degree of intelligence that an agent possesses 
is based on the amount of local, important regional and certain system level information that it acquires from the 
environment as well as any actions and reactions received through the continual feedback between agents. 
 
Artificial Intelligence and Computational Intelligence methodologies can provide the adaptive mechanisms required 
for Autonomic Computing where traditional computing methods have been shown to be infeasible or ineffective.  
These adaptive mechanisms include artificial and bio-inspired intelligence paradigms that have no effective 
algorithms and exhibit the ability to learn from or adapt to new situations. 
Architectural Design Patterns 
Several organizations are involved in developing the advanced architectural patterns for the smart grid. 
 
The GridWise Architecture Council (GWAC) is a team of industry leaders who are shaping the guiding principles, 
or architecture, of a highly intelligent and interactive electric system. http://www.gridwiseac.org/  
 
The Federal Energy Regulatory Commission (FERC) and National Institute of Science and Technology (NIST) have 
recently mandated regulations and guidelines for smart grid cyber security strategy, architecture and high-level 
critical infrastructure protection. 
Where Autonomic Computing can make a difference 
Some of the examples where autonomic computing can provide intelligence to the smart grid include: 
 Automated Asset Monitoring – The localized monitoring and control of any device or subsystem that may 
affect the reliability or quality of power delivery. 
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 Demand Forecasting – Prediction of the power that will be consumed by the load based on the weather, 
day, historic precedence, and random activities or incidents. 
 Renewable resource power generation forecasting - Optimally schedule and dispatch intermittent 
renewable generation resources (solar and wind) based on their high uncertainty, variability, and temporal 
and spatial dependencies. 
 Protection management - The capability to disconnect a microgrid island based on power quality or faults 
from the macrogrid. 
 Power System Protection - quickly identify and isolate the faulted parts of a power system and allow as 
much of the network as possible to remain in operation. It plays a crucial role in stopping disturbances from 
propagating across the network and preventing large blackouts. 
 Distribution network reconfiguration – the ability to reconfigure a transmission or distribution network 
based on faults or loading conditions 
 Residential and home energy management – the ability for a residential customer to switch between 
different energy sources to find the least expensive form or most eco-friendly form of energy. 
 
Conclusion  
Power grids have become so complex that the traditional approach of control and operation, with poor visibility into 
the lower level system components and significant human involvement, is facing major challenges.  The system 
needs to response to change based on overall system needs based on the interactions of the various system elements 
and under autonomous distributed control through humans-in-the-loop.  
 
Getting the smart grid fully operational will demand intelligent systems, including computational intelligence, 
complex adaptive systems and advanced information technologies are needed for planning and optimization, fast 
control of smart grid elements and systems, processing of intelligent agent data and coordination across the grid. 
 
The mechanisms touched on in this paper address three of the five fundamental technologies that were established 
by the U.S. Department of Energy (DOE) to help drive the smart grid.  
 
Resources 
Information on U.S. federal initiatives that support the development of the technologies, policies and projects 
transforming the electric power industry: http://smartgrid.gov  
 
Center for Smart Power Grids @ George Mason University: http://spg.gmu.edu/  
 
Smart Grid Definitions and Terminology 
http://www.smartgridtoday.com/public/department40.cfm  
 
NIST Smart Grid http://www.nist.gov/smartgrid/glossary.cfm  
 
International Energy Agent Smart Grid Roadmap 
http://www.iea.org/papers/2011/smartgrids_roadmap.pdf  
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